Abstract-The continuously growing pace of robot development implies that by 2020, there is going to be on average one robot per household in the world. The aim of robot deployment in larger numbers is to help to extend human capabilities, and to eliminate to disadvantages of the human embodiment. As a consequence, besides industrial robots, service and surgical applications appear in growing numbers. While in the field of industrial production, the adherence to sophisticated safety standards grants a low level of risk of injury, but there are numerous risks in the case of robots operating in a divided workspace. Service robots will inevitably interact physically with an operator and the served people. The complex systems of surgical robots requires risk analysis of every component, and also adequate measures to reduce the hazards. To apply these, the probable risks and their consequences have to be identified first, while making sure the robot fulfills its function.
INTRODUCTION
Contrary to robots used in industrial production, domestic robots and medical robots [1] function in divided workspace [2] . They will inevitably come into direct physical contact with people in their environment, let it be the operator or the people the robot serves. Consequently, it is hard to define the expected level of safety, as in the case of an error, minimal injuries are unavoidable [3] . However, currently operating surgical and other kinds of robots prove that their application reduces the risks during the surgical procedure and time of recovery, and increases the precision during the treatment and removal of human tissue. It is becoming evident that surgical robots will be indispensable far complex procedures in the future. In the case of certain routine procedures, like laser excisions (LR)-used to treat benign prostatic hyperplasia (BPH)-or prostate cancer, mater-slave type robots are currently considered robust and safe. Robots functioning on the expected level of safety are complex systems containing three components: software programs, mechanics and electronics [4] [5] . Every component has a number of small interfaces, of which none should be neglected. Before the final setup of a surgical robot, a highly sophisticated testing procedure is required. As opposed to industrial robots, in the case of a failure, something more than just material damage is at risk: it is human life. Currently, the most advanced system methodology is Hazard Identification and Safety Insurance Control (HISIC), which provides a guideline for robotic development, design, research, testing, application and maintenance. When can we say that a surgical robot is safe? It is a question of utmost importance, as in real life accidents and injuries can occur, and the system has to be able to handle them. Therefore safety is not just prevention of failures, but is also the most adequate way of treating a failure or injury. The goal of our work is to define the expected level of safety with the help of existing methodologies. In his paper, the necessity of HISIC is reviewed. Furthermore, the three main components from the aspect of the robot's physical build (software, mechanics and electronics), and their intersections are going to be presented.
II. OVERVIEW OF HISIC HISIC is a system methodology which provides a guideline for the robotic developments from the very first researches to the design and the final product [6] . It is suggested in many cases that during the development of a surgical robot, a team with a wide range of knowledge should work together keeping the fundamental guidelines in mind. HISIC has seven basic principles. By the application of these principles the development, the design, the usage and the maintenance of the robot can get enough attention from every aspect. III. THE COMPLEX ROBOT CELL A complex robot cell, let be it industrial, surgical or service robot, is made of a number of separate components. The three principal components are electronics, mechanics and software. The components' have small interfacing from the aspect of safety; next up, these intersections and the way to eliminate them and reduce the risk of accidents is going to be presented.
Naturally, the components have to work together to execute the required operation. The lack of cooperation can also pose a threat.
IV. MECHANICS
The primary usage of robots is in industrial environments, to increase productivity and safety. The goal is to eliminate error caused by humans. The application of complex robots increases the precision, decreases the time required, and reduces hazard by executing complex calculations. But with the application of robots, new risks came into view, that originates from the mechanical functioning of the machines. Robots expand human factors; from the aspect of safety, the two most important physical factors are carrying capacity and the increased speed of the operation. A mechanical structure significantly surpassing human abilities from the point of view of these two factors should be designed. By consequence, severe injuries can be done to the operator and the patient and the robot itself too, if it can come to contact with human body or its environment in an uncontrolled way. This risk was eliminated in the case of industrial robots by physically isolating the machines from humans in normal operating mode. But the surgical robots are different in design [7] . However, robots used in surgery make human-machine contact inevitable, as surgical procedures are performed on living organs. Prevention of injuries that can be caused by the robot is of top importance. The speed of the single operations has to be determined in a way that it can stop automatically in case of any danger, before the occurrence of an accident. The application of safety feedback sensors is indispensable for the identification of danger. Thus, the robot has to approach the patient in an optimal velocity for the execution of the operation. During the autonomous procedure, the electronic sensors have to continuously monitor the position of the tissue that is being operated on, and in the case of any unforeseen change, the robot has to be able to correct itself, or to stop. Both of these operations are only possible next to a slower pace of operation. In the master-slave type robots the doctor have to scan the tissue movements.
Surgical robot systems are usually equipped with several arms that are able to perform different operations, all of which are considered separate systems from the aspect of safety. These are able to move and perform independently, while still working in the same environment. Thus, the arms can pose danger to each other in case the control does not regulate their position compared to each other. The other advantage that robots have over human factors is precision. However, to achieve precision, the accuracy of the used sensors and driving motors is not sufficient; the physical skeleton of the robot has to be adequately stable. The potential danger that the robot poses is not the only hazard; the hazard indirectly caused by the operator is part of the safety factors. To approach accuracy, the robot has to be able to remain stable in case of a physical impact, e.g., accidental contact with a person.
The prime example of current surgical robots, the da Vinci surgical System (Sunnyvale, CA) is considered an priority stable device ( Fig. 1.) ; how-ever, technical problems can still occur. Looking at the statistics of failures, most of them are mechanical failures of the joints and motors in 0.2-0.5 % of the cases [8] .
Fig. 1. The da Vinci Xi complete teleoperational surgical robot.
To sum up, a number of mechanical hazards should be taken into consideration during the design and the application of the robot, however in many cases, the management of risk should be done in the environment of robot, not in the system itself. During the application of a robot, the following mechanical hazards can occur:
• unintended movement of robot arm, axis • material falling or ejected,
• sharp surfaces, edges, corners,
• dangers related to combined machines, • unintended movement of end-effector,
• end-effector failure,
• unintended release tool.
V. ELECTRONIC SAFETY In order for a robot to react as quickly as possible to the stochastic processes during a surgical procedure, the most advanced sensors, image processing capabilities and the fastest communication are necessary. Therefore, by electronic safety we mean monitoring, evaluation of the received information and regulating devices. The expected level of safety can be corrupted if the information received by the sensors is inaccurate. Therefore the application of redundancy is key in the communication of the sensors, High precision image processing systems are used to assess the initial state and to maintain the monitoring. The da Vinci S/Si types of surgical system, currently the most popular surgical robot, are equipped with excellent quality Full HD (high definition-1920x1080 pixels) stereo endoscopes, which can provide 3D vision to the operator; and which can enable precise manipulation at the tissue. Furthermore, researches are being conducted about integrated ultrasound sensors and about detecting the position of body parts in real time via 3D stereo cameras. Current research results show that ultrasound imaging is not yet suitable for continuous automated control during surgical procedures as the time delay due to it being very slow will make it hard to prevent accidents. The primary problem is with the operation of ultrasound sensor, but there are also problems with the general, non-goaloriented application of software programs. Unfortunately, imaging based on optical principles can only execute a superficial monitoring. Thus, for the long-term development of the independency of robots, a sensor that can explore the area under the surface of the human body and can monitor the position required for control is necessary. The da Vinci was not meant for automated or pre-programmed surgeries, continuous control by qualifies surgeons is required in each clinical case. This system is suitable for remote surgeries, although in this case, security issues grow in importance as inadequate communication can pose further risks. Internet is a service available worldwide, which makes it appropriate for this operation, but lot of communications protocol are exist [9] .
If the robot suffers a malfunction despite the redundant detection, the operator has to intervene immediately. The most effective way of doing so is by using an emergency button that should be placed in a way that allows the quickest reach. This solution should only be used in extremis, if robot fails and can't identify and prevent the danger caused by itself. This is another reason for an expert to be present when the robot operates.
Times of industrial robots, information technology wasn't so advanced that is could have been used for the control of robots. However, after the elaboration of computers functioning by von Neumann's principles, computers and software programs started rapidly developing and spreading. Today, we could not imagine surgical and service robots without a central computer that synchronizes the single sensors and actuators, based on different pieces of information. Environmental information is provided by sensors and commands come from the operators or the automated programming. The adequate functioning of the software program is responsible for making the suitable commands; and if necessary, the program will intervene the execution of the operators' command. For example, in order to avoid possible accidents, the da Vinci immediately freezes its motion as soon as the surgeon turns their head away from the screen, or releases the control joystick [10] . During the development of the software program the developers have to keep in mind that the commands given to actuators have to remain safe for the environment, and injuries of the operators caused by mechanics in divided workspace have to be prevented.
The software is the part of a robot that assumes that the mechanics, the electronics and the communication in the robot function adequately and error-free [11] . If it ever senses an error, commands to reduce risk have to be made. In case the program cannot eliminate the problem to a sufficient extent, it will have to decide about switching the fail safe mode of robot. Every programmable unit of a robot has to be entirely stable, runtime errors are unacceptable. Thus, a robot has to go through a number of tests before set-up. It is important for the software to have the ability to overwrite and correct obviously irregular commands from the operators. However, the operators have to be able to intervene-should a malfunction occur. The most trivial way of doing so is by pressing the emergency button.
The central computer processes data using binary coding system, so information provided by the sensors must be converted to properly signals. As a consequence of the contact of the components a number of small intersections appear, as every single data conversion inevitably implies a loss of data and time delay. Environmental information is generated in the form of analog signal (temperature, pressure and movement) and sensors forward the corresponding signal. The conversion of these signals is inevitable for the central computer to process the data and make decisions accordingly.
Sensors that measure environmental information mostly use pulse-width modulation (PWM), frequency modulation (FM), amplitude modulation (AM) and discreet voltage change as signals to carry information. However, the control of actuators happens mostly using PWM signals, which implies one more conversion, and, therefore implies loss of data and time delay. During the creation of concept and selection of used components, one must strive to use sensors and actuators with the least loss of data.
The software program is accountable for the proper management of the communication protocols. Usually, in such complex systems, the single components use system buses, but direct contacts exist too. When choosing the system buses the data transfer rate and the reliability have to be taken into consideration, both of which depend on the applied distance. The criteria of system buses involve the number of devices that it can connect. The following comparison presents the most popular system bus and their properties (Table I) (Table II) . CONCLUSION It can be concluded that a modern surgical robots are devices of increased complexity, and their malfunction can cause serious damage due to the workspace being shared with humans and other robots. Contrary to industrial robots, the damage is not just a material or moral disadvantage; human lives can be in danger. During the entire development of the robot, from the concept to the final testing, the design, the validation, the set-up and the maintenance, risk analysis and reduction have to be carried out with extreme caution. Understandably, numerous international standards and norms support these processes. From the aspect of safety, electronics, mechanics and the software are important components and their cooperation and co-testing are indispensable [16] . Every source of hazard has to be analyzed and resolved, as a source of risk that seems negligible can grow to pose a serious danger due to the interaction of the components. While the industrial domain is well established, novel application fields-such as medical robotics-lack the profound standardization background. Recently, various international bodies (IEC, ISO, IEEE) established study groups to better support the safe development and testing of surgical robots.
To summarize, robots functioning in shared workspace, especially surgical robots require components of the best quality and also adequate safety processes both for the development and operation. 
